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Enrolling in GMHEC Multi-Factor
Authentication

Applies To

e Middlebury College
e St. Michael's College

Overview

GMHEC uses multi-factor authentication to provide an extra layer of security when you
attempt to access GMHEC services, like Oracle or Blackbaud, from an off-campus location.

The Consortium is using Microsoft’s multi-factor authentication (MFA) system. The system
is easiest to use if you download the Microsoft Authenticator app from your app store and
install it on your smartphone. The first time you attempt to log into Oracle or Blackbaud
remotely, you will be prompted to enroll in multi-factor authentication.

Although preferred, a smartphone is not required to use MFA. You can configure MFA to
send you a text message or to place a voice call to your phone.

The following guide outlines how to enroll in multi-factor authentication, using the Microsoft
Authenticator app as your preferred verification option. Other verification options are
available, but the Authenticator app is the easiest to work with. The enrollment process is
self-guided, but the following tips will help you get started.

Recommendations

Have your laptop or desktop computer and your phone available.
Before starting, download and install the Microsoft Authenticator app from the app
store onto your phone.

e Select the Microsoft Authenticator app as your preferred verification option when you
set up multi-factor authentication.

e Select the option to “Receive notifications from app” when prompted during setup.
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o This way, when an extra security challenge is necessary, you only have to open
the app and tap on Approve.
e Configure your office or home phone number as a backup verification option

Enrolling in Multi-Factor Authentication

Login to the GMHEC Access Panel (http://myapps.microsoft.com/gmhec.org).
Click on the Setup MFA link.

Follow the on-screen instructions to enroll in multi-factor authentication, selecting the
Microsoft Authenticator app as your preferred verification option, with the “Receive
notifications from app” option.

Detailed Walkthrough

1. Open a web browser and visit the GMHEC Apps Panel:
http://myapps.microsoft.com/gmhec.org

2. Onthe GMHEC “Sign in” screen, enter your username (in email address form, i.e.
username@middlebury.edu or username@smcvt.edu or username@champlain.edu).

= Sign in to your account b +

&« CcC 0 & https//login.microsoftonline.com/gmhec.org/eauth?/authorize?client_id=0000000c-C

Sign in

someone@exam p|E‘.CO"T

Can't access your account?
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3. On your home institution’s login screen, enter your network password.

4.

| Sign in to your account
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login.microsoftonline.com

N widdichury

€ @middlebury.edu

Enter password

Password

Forgot my password
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If this is your first login, you will be prompted “Review permissions.” Kindly review and

click “Accept”

. Sign in to your account
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8 https;//invitations.microsoft.com;/C
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@middlebury.edu

Review permissions
Ea
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The organization Green Mountain Higher Education
Consortium would like to:

v Sign you in

L

Read your name, email address, and perhaps
photo

You should only accept if you trust Green Mountain Higher
Education Consortium, By accepting, you allow this
organization to access and process your data to create, control,
and administer an account according to their policies. Green
Meountain Higher Education Consortium has not provided a
link to their privacy statement for you to review. Grzen
Mountain Higher Education Consortium may log informaticn
about your access. You can remove these permissions at
https:/fmyapps.microsoft.com/gmhec.onmicrosoft.com.

Cancel ept
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5. From the GMEHC Access Panel, click on the Setup MFA link.

- Access Panel Applications X NN (==}
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6. If you haven't registered for GMHEC Multi-Factor Authentication already, a new browser
tab open, prompting you to enroll in multi-factor authentication.
7. Click next on the More information required screen

@Mid&lh‘bu[y

‘@middlebury.edu

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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8. On the Additional security verification page, select Mobile app from the How should
we contact you drop down list, and then click Next

“Eggﬂ%{_g[ﬂ @middlebury.edu | ?

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to securs your account

Step 1: How should we contact you?{§|

Select Mobile

: app from drop-
—_— down list

Authentication phone
Office phone
Mobile app

— Method

QO sendme a code by text message

® calime

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

9. Now select the Receive notifications for verification by clicking the top radio button in
the “How do you want to use the mobile app?” box. Then click on Setup. n

“ Green Mountain
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Additional security verification

Secure your account by adding phone verification to your pz video to know how to secure your account

select
"Recieve
notifications
for

Step 1: How should we contact you?

Mobile app et

verfication”
How do you want to use the mobile app? This will save you fiom
o ® Receive notifications for verification having to type in
verification codes in
O Use verification code the future. Instead, you

just tap "Approve”
To use these verification methods, you must set up the Microsoft Authenticator ay

9 Please configure the mobile app

10. On your mobile phone, download and install the Microsoft Authenticator app from the
app store.
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11. Open the app.

12. If prompted, please grant the Microsoft Authenticator app access to your phone’s
camera (which will be used to scan a QR code shortly).

13. If prompted, please allow the Microsoft Authenticator app to receive push notifications.

14. In the app, select “Add an account”, and then choose “Work or school account”

15. Point the phone’s camera at the QR code image displayed on your computer screen.

Configure mobile app
Complete the following steps to configure your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or iOS.
2. Inthe app, add an account and choose "Work or school account”,

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app.
Code:

Url:  https://colpfpadl6.phonefactor.net/pad/

If the app displays a six-digit code, choose "Next".

@
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16. Wait briefly while Microsoft associates the Authenticator app with your account.

“Eﬁﬂ‘ﬂnﬂﬁiﬂ @middlebury.edu

Additional security verification

Secure your account by adding phone verification to your password. View video to know hew to secure your account

Step 1: How should we contact you?

Mobile app i

How do you want to use the mobile app?

®  Receive notifications for verification

O Use verification code

To use these verification methods, you must set up the Microsoft A
.

Checking activation status.

17. When prompted, check the Authenticator app on your mobile phone for an authorization
request. Tap Approve on your phone to complete the test.

“ E;g N}g&%lﬁ @middlebury.edu

Additional security verification
Secure your account by adding phone verification to your password. View video to know how 1o secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

Verification successful. Taking you to the next step...

great, almost

done. now to
setup a
backup option

©2019 Microsoft  Legal | Privacy
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18. Click Next to select backup verification options

“ gnrs(g!l_mngg’min @middlebury.edu

Additional security verification

Secure your account by adding phone verification to your password. View video 1o know how to secure your account

Step 1: How should we contact you?

Mobile app -

How do you want to use the mobile app?
®  Receive notifications for verification

Success!

O Use verification code

Click Next,
to test it out

To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured for notifications and verification codes.

©2012 Microsoft  Legal | Privacy

o

19. Select one or more backup verification options. We recommend your mobile phone
number and either your office or home phone number.

whnat's your prererred optcn?
We'll use this verification option by default.

Notify me through app A5

.. tion options,
how would you like to respond? Voot
Set up one or more of these options. Learn more when you are trying

o to login.
Authentication phone United States (+1) b 1802~

e O office phone (Vs

Extension
e LI Alternate authentication phone N

&

Authenticator app or Token Set up Authenticator app
Authenticaior app - SM-N90U

restore multi-factor authentic

Restore
Caﬂce‘

Your phone Aumbedsiwil only be used for account security. Standard telephene and SMS charges will apply.

trusted devices

your backup
options, click

Save
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20. After selecting your backup options, click Save

Updates successfu

Your settings were configured successfully.

and open your
app again

21. Now that you have finished enrolling in multi-factor authentication, flip back to the
GMHEC Access Panel (http://myapps.microsoft.com/gmhec.org) and launch Oracle
or Blackbaud again.

Last Update: March 29, 2019


http://myapps.microsoft.com/gmhec.org
http://myapps.microsoft.com/gmhec.org

